MpunoxeHune N 2

NHOOPMALIMOHHAS ITAMATKA
JJIAA OBYYAIOIIIUXCA

C KaX[bIM roflOM MOJIOAEXM B UHTEPHETe CTaHOBUTLCA OOJbLUE, a LIKObHUKN OfHU U3
caMbIX aKTUBHbIX Mofb3oBaTenell PyHeTa. Mexay Tem, MOMWMO OFpPOMHOrO KO/M4ecTBa
BO3MOXHOCTEN, UHTEPHET HeceT W npobsembl. 3Ta NaMATKa LO/HKHA NOMoYb Tebe 6e30nacHo
HaxXoAWTbCA B CETU.

KomnbroTepHbie BUPYCHI

KOMMNbIOTEPHBI BUPYC - 3TO PA3HOBWAHOCTb KOMMbLIOTEPHbLIX MPOrpamM, OTINUMTENLHOM
0CO6EHHOCTLIO KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWIO. B [0MONHEHVE K 3TOMY,
BMPYCbl MOTYT NOBPEAUTL UM NMOTHOCTLI0 YHUUTOXUTB BCe (haliNbl U JaHHbIe, NOAKOHTPO/bHbIe
Monb30BaTeNto, 0T UMEHM KOTOPOTrO Gbl/a 3anylleHa 3apaXeHHasi NporpamMmmMa, a TakKe NoBpeAnTb
UMW J@Ke YHUUTOXWTL ONepaLyoHHY0 cUCTeMyY Co BceMu haiinamu B LieNoM. B 60bLINMHCTBE
CNyy4aeB PacnpoCTPaHSOTCS BUPYChI YePe3 MHTEPHET.

MeTOAbl 3alWTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Vcnonb3yii COBpeMeHHble OMepaLMOHHbIE CUCTEMbI, WMEIOLLME Cepbe3Hblii YPOBEHb
3aLMTbl OT BPEAOHOCHbIX NPOrpaMm;

2. TlOCTOSiHHO YycTaHaB/nMBail MayTu (UMGpPOoBbLIE 3anmnaTkW, KOTOPble aBTOMATUYECKMU
yCTaHaB/NBAOTCA C LieNbo 40paboTKM NporpamMMbl) U Apyrue 06HOBNEHNSA CBOEN OMepaLviOHHONA
cuctembl. CkaumBaii MX TOMbKO C ouumanbHOro canta paspabotunka OC. Ecnm cyulecTyet
PEXNM aBTOMATNYECKOro 06HOBNEHUSA, BK/IHOUM €r0;

3. Pa6oTali Ha CBOEM KOMMbIOTEPE Mo/ NpaBaMu Mosb30BaTeNs, a He agMUHUCTPaTopa. ITO
He N03BO/INT GO/bLUMHCTBY BPEAOHOCHBIX MPOrpaMm MHCTaIMPOBATLCS Ha TBOEM NEPCOHAIbHOM
KOMIMbIOTEPE;

4. icnonb3yin aHTUBUPYCHblE MPOrpamMMHblE NPOAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C
aBTOMAaTUYECKMM OOHOBMEHVEM 0a3;

5. OrpaHuyb U3MYECKMiA JOCTYN K KOMMbIOTEPY A MOCTOPOHHMX JNLL;

6. Vicnonb3yii BHELLHWE HOCUTENIM MH(OpMaLMK, TakMe Kak (reLuka, AUCK uav (aiin u3
WHTEpHETa, TO/bKO 13 NMPOBEPEHHBIX UCTOYHWKOB;

7. He 0TKpbIBali KOMMbIOTEPHbIE (haii/ibl, NOyYeHHble U3 HEHAZEXHbIX UCTOUHMKOB. [axe
Te (haiinbl, KOTOPble NPUCAs TBOW 3HAKOMbIA. JTyudLle YTOYHM Y HEero, OTMNPaB/AN Sin OH Te6e KX,

Ceru WI-FI
Wi-Fi - 3T0 He Buj, nepefayn fJaHHbIX, HE TEXHOMOTUSA, a BCEro NnLLb 6peHp, Mapka. Elle B

1991 rogy HupepnaHAckasd KomnaHuus 3apeructpuposana 6peHg "WECA™, uto 0603Hayano
cnosocoyeTaHue "Wireless Fidelity", KoTopblin nepeBoANTCS Kak ""6ecnpoBoAHas TOUHOCTbL".



[o Hawero BpemeHu pfowna fApyrasd abbpeBuaTypa, KOTOpas SB/SETCA TakOW e
TexHonorven. 3t1o abbpesnatypa "Wi-Fi". Takoe Ha3BaHMe 6bIN0 AaHO C HAMEKOM Ha CTaHAapT
BbICLLEl 3BYKOBOW TeXHUKM Hi-Fi, 4TO B NepeBoje 03Ha4yaeT "BbICOKas TOYHOCTL".

[a, 6ecrnnaTHblli UHTEPHET-AOCTYN B Kage, OTENsX 1 a3ponopTax SBASETCS OT/MYHOM
BO3MOXHOCTbIO BbIX0/la B UHTEPHET. HO MHOTMe 3KCMepThbl CUATAKOT, YTO 06LLea0CTyMHble Wi-Fi
CETW He SBNAIOTCA 6e30MacHbIMU.

CoBeTbl N0 6e30MacHOCTX paboThbl B 06Lef0CTyNHbIX ceTax Wi-fi:

1. He nepepaBail CBOKO NMUHYIO MH(hopMaLuto Yepes obuieaocTynHble Wi-Fi ceTn. PaboTas
B HMX, XeflaTe/lbHO He BBOAWTL Mapo/n JOCTYNa, IOMUHBI U KaKne-To HOMepa;

2. Wcnonb3yil 1 06HOBNAWA aHTUBUPYCHbIe Mporpammbl U GpaHaMayep. Tem cambiM Thbl
o6e3onacuLlb cebs OT 3aKauky BUpYyca Ha TBOe YCTPOMCTBO;

3. Mpu wucnonb3oBaHum Wi-Fi oTKAOUM (PyHKUMIO "O6WMiA  goctyn K ainnam u
npuHTepam”. [aHHas (QyHKUMA 3aKpbiTa MO0 YMOMYaHWIO, OLHAKO HEKOTOpble M0/b30BaTeNn
aKTUBUPYIOT ee A/19 YA06CTBa UCMO/b30BaHWA B paboTe unm yyebe;

4. He ncnonb3ayii ny6nmyHbii WI-FI gns nepegayun NMYHbIX AaHHbIX, HanpuMep 415 Bbixoaa
B COLMa/IbHbIE CETU UM B 3N1EKTPOHHYIO MOYTY;

5. Vicnonb3yii TOMbKO 3alLuileHHoe coeuHeHmne yepes HTTPS, aHe HTTP, T.e. npu Habope
Be6-agpeca BBOAU MMeHHO "https://*;

6. B M0obUbHOM TenedpoHe OTKIOUN PYyHKUMIO "lMogkntoueHne K Wi-Fi asTomatuyeckn™.
He gonyckain aBToMaTnyeckoro nofK/oyeHns ycTpoinctsa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajanHble ceTH

CoumaibHble CETV aKTUBHO BXOAAT B Hally XXW3Hb, MHOTMe MII0AM paboTatoT M XXMBYT TaMm
NnocTosHHO, a B Facebook ye 3apernctpupoBaH MWANMapA, YenoBeK, UYTO ABMSETCS OAHOM
ceabMol BCeX KuTenel nnaHeTbl. MHOrve nonb3oBaTeny He MOHMMAKOT, YTO MH(OopMauus,
pasMeLLleHHas UMK B COLMabHbIX CETAX, MOXET ObITb HaliieHa 1 UCMOo/b30BaHa KEM YroAHo, B
TOM uuncne He 0653aTe/IbHO ¢ 61arvMn HamepeHUSMN.

OCHOBHbIE COBETbI M0 6€30MacHOCTU B COLNASIbHBIX CETAX:

1. OrpaHunyb CNUCOK ApY3eid. Y Tebs B APY3bsiX HE AO/MKHO ObITb CYYaliHbIX N HE3HAKOMbIX
NOAeN;

2. 3aluiLali CBOK YaCTHYH XM3Hb. He yKasbiBail naponu, TenedoHsl, aapeca, AaTy TBOEro
POXAEHUS W [APYTYIO JINUHYIO MH(OPMALIMIO. 3/0YMBILLINIEHHUKA MOTYT WUCMO/Mb30BaTh [aXe
MH(OPMALMIO O TOM, KaK Thl 1 TBOW POAMTENN MIAHUPYETE NPOBECTU KaHWKYbI;

3. 3awmLLaii CBOK penyTaumio - AEPXKK ee B YACTOTe M 3afaBali cebe BONPOC: XoTen Bbl Tbl,
yToObI ApYrve Monb3oBaTeny BUAENW, YTO Tbl 3arpyXkaelb? lMogymaid, npexae 4eM 4TO-TO
ony6MKOBaTb, HaNUcaTb U 3arpysuTb;

4. ECNV Tbl FOBOPULLL C OAbMU, KOTOPbIX He 3HaeLLb, He UCMOMb3Yi CBOE peasibHoe UMS 1
APYTYO IMYHYH MH(OPMALMK: MM, MECTO XXMUTENbCTBA, MECTO YUeObl 1 MPOYeE;



5. N36eraii pasmeLleHns gotorpaduii B IHTepHeTE, rae Tbl N306PaXXeH HA MECTHOCTU, MO
KOTOPOI MOXXHO ONpeAennTb TBOE MECTOMNONOXKEHMUE;

6. Mpy perucTpauun B COUMaNbHOW CETM HEOBXOAMMO MCMO/b30BaTb COXHbIE Naponu,
COCTOSILLVE 13 BYKB 1 LGP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHO ceTu, MoYTbl U APYrnx CamToB HEO6XOAMMO WCMONb30BaTb pasHble
naponu. Torga ecnu Tebs B3/IOMAKOT, TO 3/10YMbILLIEHHUKM NOMyYaT AOCTYN TONBKO K OAHOMY
MECTY, a He BO BCe cpasy.

3J'[eKTp0HH]>Ie JACHBI'H

ONEKTPOHHbIE [eHbIMN - 3TO OYeHb YAO0OHbIA CNoco6 nnaTeXkeidl, OAHaKO CYLLECTBYHOT
MOLLUEHHWKM, KOTOPble XOTAT NONYYUTb 3TN AEHBIU.

3J'IEKTp0HHbIe JEeHbI'n nosBuINCb CoBCEM HedaBHO U MMEHHO WM3-3a 3TOro BO MHOIUX
rocygapcrtBax Ao CUX nop He nporncaHo rnpo HKUX B 3aKOHax.

B Poccum e oHM yHKLMOHUPYIOT M O HUX Y>KEe NPOMMCAHO B 3aKOHe, rae Ux pasfensor
Ha HECKO/bKO BU[0B - aHOHUMHbIE 1 He aHOHMMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcs MpPOBOAMTL oOnepauun 6e3 MAeHTU(UKALMM Nofb3oBaTens, a B
HEaHOHUMHbIX NAEHTUDMKALMA NONb30BATENSA ABNAETCA 0643aTeNIbHON.

Takke CneayeT pasnnyaTb 3MEKTPOHHbIE (DMATHblE AEHbIM (PaBHbI FOCYAAPCTBEHHbLIM
Ba/IkOTaM) U 3/1IEKTPOHHbIE He(haTHble AeHbIM (He paBHbI FOCYAAPCTBEHHbIM Ba/lloTaMm).

OCHOBHble COBETbI M0 6e30MacHol paboTe C 3NEKTPOHHBLIMU AeHbraMu:

1. MpuBsSXXKN K cYeTy MOOWU/bHBIA TenedoH. 3TO caMblid YA0OHbIA N ObICTPLIA CNOCO6
BOCCTAHOBMTb [OCTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnn 3abyaellb CBOM
MNaTeXHbI Naposb MAKN 3aiifellb Ha CalT C HE3HAKOMOr0 YCTPOMCTBA;

2. Vicnonb3yit ogHopa3oBble Naponu. Mocie nepexoia Ha YCUNEHHYH aBTopusaluio TeGe
y>Ke He 6y/1eT YrpoXaTb ONACcHOCTb KPaXky UK Nepexsata NnaTexxHoro napons;

3. Bbibepn cnoxHbI naponb. MpecTynHMKam 6y4eT He NPOCTO yrafaTb CNOXHbIV Naponb.
HazexxHble naponu - 3To Naponu, KOTOpble CofepXaT He MeHee 8 3HAKOB W BKNHOYAKOT B Cebs
CTPOYHbIE M NMPOMUCHbIE BYKBbI, LM(PbI M HECKO/IbKO CMMBOJIOB, TaKMe Kak 3HaK 4onsiapa, PyHTa,
BOCKNMLATENbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM IMYHbIE JaHHbIE Ha caiiTaX, KOTOPbIM He A0BepsieLLb.
JJIeKTPOHHAS MOYTA

ANeKTPOHHas MoyTa - 3TO TEXHOMNOrMS U NPefoCTaBMsSiEMble €K YCNYrK MO MEPECHINKE W
MONYYEHNIO 3/IEKTPOHHBIX COOOBLLEHWIA, KOTOPblE PacnpeaenstoTcs B KOMMbIOTEPHONM CeTW.
OO6bI4HO  9MEKTPOHHbIA  MOYTOBbI  AWWMK  BbIFNSAUT  Cnegylowmm  06pasom:
MMSi_NoNMb30BaTens@ums_foMeHa. Takke Kpome nepefayn MpoCcTOro TEeKCTa, WMEeTCs
BO3MOXXHOCTb NnepefasaTtb (haiinbl.

OCHOBHbIE COBETbI M0 6€30MNacHoi paboTe C 3N1eKTPOHHO NOYTOM:



1. Hago BbI6paTh NpaBW/ibHbIA NOYTOBBIA CepBUC. B MHTEpHETE eCTb OFPOMHbIN BbIGOP
6ecnnaTHbIX NOYTOBbIX CEPBUCOB, O4HAKO /yuLle J0BEPATb TEM, KOro 3Haellb U KTO NepBblil B
PEATUHTE;

2. He ykasblBail B NMYHOW MouTe NIMYHYIO MHopMauuio. Hanpumep, nydile BbIGpaTh
"My3blKa/IbHbIA_haHaT@" nnu "pok2013" BmecTo "Temal3™;

3. Vicnonb3yii ABYX3aTanHyto aBTopu3aLnio. 3T0 KOra MoM1MO Napons HY>KHO BBOAUTb KOZ,
npucblnaeMblii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KaXAoro noyvToBOro flMKa LO/MKeH ObiTb CBOWA
HaJEeXHbIiA, YCTONYMBLIA K B3/TOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTbL HanucaTb CaMoOMy CBOI NNYHBIN BOMpoc, MCHOﬂbSyVI Ty
BO3MOXXHOCTb;,

6. Mcnonb3yii HECKONIbKO MOYTOBbIX AWMKOB. [epBblii A1 4aCTHOM Mepenuckn ¢
afipecataMu, KOTOPbIM Tbl [0Bepsielb. JTO 3/1EKTPOHHbLINA afpec He Hafo UCMo/b30BaTh Mpwu
perucTpayumn Ha popymax u camtax;

7. He oTKpbIBaii (haiifibl U Apyrve BOXEHWUS B NMCbMaX, JaXe eCvi OHW NPULLIAN OT TBOMX
Apy3ei. Jlydule yTOUHW Y HUX, OTNPaBAAN 1 OHKU Tebe 3TK halinbl;

8. Mocne okoHYaHMs PaboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbITEM BKIaLKM C CANTOM He
3abyab HaXXaTb Ha "BbIATK".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

Knbep6ynnuHr - npecnefioBaHne COOBLLEHNSMM, COAEPXKALLIMMMN OCKOPBEHUS, arpeccuto,
3anyruBaHue; XyJMraHcTBo; CoLManbHOe GOMKOTMPOBaHME C MOMOLLBIO Pa3MYHbIX MHTEPHET-
CEpPBUCOB.

OCHOBHbIe COBETHI M0 60pb6e ¢ KNbepoynIMHIom:

1. He 6pocaricsi B 60i1. JTyuunia cnocob: nocoBeToBaTbCA Kak Ce6sl BECTU 1, €CIN HET TOrO,
K KOMY MOXHO 006paTtutbC, TO BHayasie YCMOKOMTbCA. ECAM Tbl HayHewsb OTBeYaTb
0CKOPO6eHMAMM Ha OCKOPO6/IEHMS, TO TONBKO el 60/bLIe PasoXKeLLb KOH(PANKT;

2. Ynpaenaii cBOel KnbeppenyTaumei;

3. AHOHMMHOCTb B ceT MHMMasA. CyLlecTBYIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He CTOMT BECTW XY/NIMIaHCKNIA 06pa3 BUPTYasbHOM XXU3HW. VIHTEPHET (hMKCMpYyeT BCe TBOU
[EVICTBMS U COXPaHSIET UX. Y aanuTb X 6yaeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYaslbHYH YeCTb CMOMOAY;

6. NIrHopupyi efnMHWYHbIA Heratue. OAHOPa30Bble OCKOPOUTENbHbIE COOOLLEHUA Nydlle
nrHopmpoBatb. OBbIYHO arpeccus NPeKpaLLaeTcs Ha Ha4a/IbHOW cTaguw,;

7. BaH arpeccopa. B nporpammax 06mMeHa MrHOBEHHbIMM COOBLLEHWSMM, B COLMabHbIX
CeTSAX eCTb BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKM COOOLLEHWNIA C ONpefeNeHHbIX afpecos;



8. Ecnm Thl cBueTenb KubepOynnuHra. TBOM [eliCTBMS: BbICTYMUTb MPOTUB
npecnefoBatens, MokasaTb €My, YTO €ro [AeiCTBMS OLEHMBAKOTCA HEraTMBHO, MOAAEPXKaTb
YKEPTBY, KOTOPOW HY>Ha NCMX00rnyeckas MOMOLLb, COOBLLUTL B3POC/bIM O PaKTe arpecCUBHOIO
MoBeAeHNs B CETU.

MooOnabHbIi Tes1ed)oH

CoBpeMeHHble CMapT(OHbI 11 NNAaHLETbI COAEPXKaT B Ce6e BMOHe B3POC/bI (DyHKLMOHAN,
M Tenepb OHWM MOTFYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbtoTepamu. OfHaKO, CPeacTB
3aWMTbl ANS NOA0GHbLIX YCTPOMCTB NOKa 04eHb Mano. TECTUPOBaHMUE U MOUCK YA3BUMOCTEN B HUX
MPOMCXOANT He TaK UHTEHCKBHO, Kak 15 MK, TO )Ke camoe KacaeTcsi U MOGUbHbIX NPUNOXKEHWIA.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl YXKe MPaKTUYECKU [OrHaIuM HaCTOMbHble aHanoruy,
OflHaKO pacluMpeHne (yHKUMOHana BreyveT 3a CO6OW 6GOMbLUYH0 CAOXHOCTb U MEHbLLYHO
3aLLMLLIEHHOCTb.

[laneko He BCE NPOW3BOAWTENN BbIMYCKAOT OGHOBMEHUS, 3aKPbIBAOLLME KPUTMYECKNE
YSI3BMOCTY /11 CBOMX YCTPOIACTB.

OcHOBHbIe COBETHI A/19 6€30MacHOCTV MOBWIBLHOTO TenedoHa:

Huyero He sBNsieTCS NO-HACTOsILLEMY GecrnaTHbIM. Byab OCTOPOXKEH, BeAb Korfa Tebe
npeaiaraloT 6eCnNaTHbI KOHTEHT, B HEM MOTYT GbITb CKPbITbI KAaKWUE-TO N/aTHbIE YCYTK;

[ymait, npexae yem otnpasuTb SMS, ¢oTo nnmn Buaeo. Tbl TOYHO 3HaeLLb, rae OHU 6yayT
B KOHEYHOM uTtore?

Heo6x041M0 06HOBNSATL OMePaLMOHHYH CUCTEMY TBOEFO CMapT(oHa;
cnonb3yii aHTUBMPYCHbIe MPOrpaMmbl Anst MOGU/bHbIX TeNE(OHOB;

He 3arpyxail NpUNOXeHWs OT HEU3BECTHOTO WCTOYHWMKA, BEfb OHU MOTYT COAEPXaTb
BPEZIOHOCHOE NPOrpamMMHoe o6ecreveHue;

Mocne TOro Kak Tbl Bbliigewb C caliTa, FAe BBOAWA NIMYHYIO MH(OpMauuto, 3aiign B
HacTpoliku Gpay3epa 1 yaanu cookies;

Meproaunyecku I'IpOBepFIIZ, KaKune naaTHble YCnyrm aktmBnpoBaHbl Ha TBOEM HOMEPE,

[aBali cBoli HOMep MO6GUNBLHOTO TeneoHa TONMbKO NHOASM, KOTOPbIX Tbl 3Haellb U KOMY
[0BepseLLb;

Bluetooth fomkeH ObITb BbIKNOYEH, KOrAa Thl UM HE NOMb3yellbes. He 3abbiBail MHOr4a
NPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  KpacouHble, 3aXBaTblBalOLUME pPa3BeyYeHus,
06beaMHSIOLIME COTHU ThICAY YENOBEK MO BCEMY MMUPY. VIrpOKM MCCnefyrtoT AaHHbIA UM MUp,
06LLAt0TCs APYT C APYFOM, BbIMOHAOT 3aaHus, CPaXKarTCcs ¢ MOHCTPaMK 1 NoMyYyatoT onbIT. 3a
YI0BO/IbCTBME OHUM MIATAT: MOKYNalT AMCK, ONaunBatoT aboOHEMEHT UM NPUOGPETaOT Kakue-
TO ONLMN.



Bce 3Tu cpeAcTBa MAYT Ha NoafepXKaHne 1 pa3BUTUE UIPbl, @ TaKXKe Ha camy 6e30MacHOCTb:
COBEpLLEHCTBYHOTCS CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCA HOBblE MaTuu (LMDpPOoBbIe 3aniaTKu
QNS NPorpamM), 3aKpbIBatOTCA YS3BUMOCTMN CEPBEPOB.

B nogo6HbIX Mrpax CTOMT 0MacaTbCs He CTO/IbKO CBOVX COMEPHMKOB, CKO/bKO KPaXW TBOET0
Maposisi, Ha KOTOPOM OCHOBaHa cMCTeMa aBTopM3aLun GONbLIMHCTBA UTP.

OCHOBHble COBETbI MO 6€30MacHOCTU TBOErO NIrpoBOro akkayHTa:

1. Ecnu fpyroii urpok BeaeT cebs naoXo Um co3faeT Tebe HeMpUSTHOCTY, 3a6/10KMPYIA ero
B CMCKE UIPOKOB;

2. Moxanyiica aAMUHUCTPATOPaM UIPbl Ha NI0X0e MOBeAEHVe 3TOF0 UFPOKa, YKenaTeslbHO
MPUNOXMNTb KaK1e-To [0Ka3aTeNbCTBA B BUE CKPUHOB;

3. He yka3sblBail NUYHY0 MHHOPMaLMIO B Npodaiine urpbl;
4. YBaxal Apyrux y4acTHUKOB MO UTpPe;

5. He ycTaHaBnmBaii HeohuumaibHble NaTtyum 1 Moapbl;

6. Micnonb3yi CnoXxHble 1 pasHble Naponu;

7. Oake BO Bpems Urpbl He CTOMT OTK/KOYaTb aHTMBUPYC. loka Tbl Urpaellb, TBOWA
KOMMbIOTEP MOTYT 3apasnThb.

DOUIIUHT WA Kpaxka JUIHbIX JAHHBIX

OObIYHOI KpaxKeil AeHer N JOKYMEHTOB CErOfHS YXKe HAKOro He YAUBULLb, HO C Pa3BUTMEM
WHTEPHET-TEXHONMOMUIA  3/10YMbILLUNEHHUKN MEPEMECTUICL B MHTEPHET, W MNPOAO/HKalOT
3aHMMaTbCA "NHOUMbIM™ [€/10M.

Tak nosBuiacb HOBas yrposa: WHTEPHET-MOLUEHHUYECTBA WU (PULLIMHT, TN1aBHas Lenb
KOTOPOro COCTOMT B MOMyYeHUN KOH(MAEHLUMANbHBIX [LAHHLIX M0/b30BATENIEN - NOrMHOB U
naponeii. Ha aHrnuiickom s3bike phishing untaetca kak guwmHr (o1 fishing - pei6Has nosns,
password - naponsb).

OCHOBHbIe COBETHI M0 60pb6e C PULLNHIOM:

1. Cnepm 3a cBOUM akKayHTOM. Ecnv Tbl MOA03peBaeLlb, YTO TBOS aHKeTa bblfia B310MaHa,
TO HE06X0AMMO 3a06/10KMPOBATL €€ 1 COOBLLMTL aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Vicnonb3yii 6e3onacHble Be6G-CaliTbl, B TOM 4MC/E, UHTEPHET-MarasuHoB M MOVUCKOBbIX
cUCTeM;

3. Vcnonb3yii CnoXHble U pasHble naponu. Takum 06pa3om, ecnn Tebs B3NOMaroT, TO
3/10YMbILLNEHHUKM MOYyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOQUII0 B CETH, & HE KO BCEM;

4. Ecnv Tebsi B3IOManv, TO HEOGXOAUMO NPeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
[06aBneHbl y Te6s B APY3bsiX, 0 TOM, YTO Te6S B3OManu U, BO3MOXHO, OT TBOErO MeHW ByaeT
PaCcChINATbCS CMam U CCbIKU Ha (DULLMHTOBbIE CalThl;

5. YcTaHoBM HafexXHbI naposb (PIN) Ha MOBUbHbIV TeNeqoH;



6. OTK/OUM COXPaHEHMe Napons B bpay3epe;

7. He oTKpbIBali haiinbl 1 Apyrve BNOXEHUS B MUCbMAaX, faXKe eCIM OHU NPULLAN OT TBOUX
ApY3eid. Jlydie YTOUHU Y HIUX, OTMPaBASAM A OHK Te6e 3TU (aiinbl.

Hudposas penyranus

Lintpposas penyTauus - 3TO HeratvMBHas WM NO3UTUBHaA WH(OpMauMs B CETU O Tebe.
KomnpomeTupytowas nHpopmalms, pasMeLleHHas B MHTEPHeTe, MOXET Cepbe3HbIM 06pa3om
0TPa3nUTbCA Ha TBOEN peasibHOM »XM3HW. "Lindposas penyTayums” - aT0 TBOM UMUK, KOTOPLINA
(hopmMupyeTcs U3 NHGopmauun o Tebe B MHTEPHeTE.

TBOE MECTO XXMTe/NbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOJIOXKEHNE, 0COOEHHOCTM XapaKTepa U
pacckasbl 0 6/IM3KNX - BCE 3TO HAaKan1BaeTCs B CETW.

MHorve nNoApoCTKN NEerkKOMbIC/IEHHO OTHOCATCA K My6nMKauum NMYHON MHGopmaumn B
NHTepHeTe, He NOHVMas BO3MOXHbIX NOCMeACTBMIA. Thl Jake He CMOXeELLb A0rafaThCs 0 TOM, YTO
(hoTorpagmsa, pasmeLLeHHas 5 neT Hasag, CTasna NPUUMHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelLieHne TBOUX (poTorpamin n apyrue LeincTBusA MOTyT He UCHE3HYTb
[i@Ke nocne Toro, Kak Tbl X YAa/MLLb. Thl He 3Haelllb, KTO COXPaHUA 3Ty MH(opMaLmio, nonana
NN OHAa B MOWCKOBbIE CUCTEMbI M COXPaHWNacb NN OHA, a rNaBHOe: YTO MOAYyMarT O Tebe
OKpY>KatoLLye Noan, KOTopble HaWgyT W yBUAAT 3T0. HailTu MH(popMaumio MHOro NIeT CnycTs
CMOXeT /1060 - KaK 13 Ao6pbIX MOOY)KAEHWI, TaK U C HAMePEHUEM MPUYNHAUTL BPes,. STO MOXET
ObITb KTO YroZHO.

OCHOBHbI€e COBETbI MO 3alLMTE L(POBOIA penyTaLun:

1. Mopymaii, npexae 4Yem 4TO-TO My6/MMKOBaTb M MepeaasaTb y cebs B 6nore vam B
couuanbHoiA cetu;

2. B HacTpoiikax npouns ycTaHOBM OrpaHWYeHUst Ha MPOCMOTP TBOEro Mpoduns 1 ero

AL

COAEPXIMOr0, CAleNaii ero TobKo "Ans apyseii";

3. He pa3meLali 1 He yKasbliBaii MIH(POPMALLMIO, KOTOPas MOXET KOro-Mb0 0CKOpOnaTb N
06mKaTb.

ABTOpCKOE PaBo

CoBpeMeHHble LLIKOMbHUKM - aKTUBHbIE MO/b30BaTENM LIM(POBOro NpocTpaHcTBa. OfHAKO
[ANIeKO He BCE 3HAOT, YTO MOJb30BaHWE MHOTMMU BO3MOXHOCTSIMM LU(POBOrO Mupa TpedyeT
CO6/MIOIEHNS NPAB Ha VHTENNEKTYalbHYH COGCTBEHHOCTb.

TepMUH "MHTeNNeKTya/lbHasd COOCTBEHHOCTb" OTHOCUTCA K pPa3/IMyYHbIM  TBOPEHUAM
4e/I0BEYECKOro yMa, HaumHas ¢ HOBbIX U3006PETEHNIA N 3HAKOB, 0603HaYatoLLMX COBCTBEHHOCTb
Ha MPOAYKTbI W YCNYrn, W 3aKaH4MBas KHuramu, otorpamamm, KuHopuibMamm W
MY3blKa/IbHbIMU MPOU3BEAEHUAMMU.

ABTOpPCKME NpaBa - 3TO MpaBa Ha WUHTENNEKTYa/lbHYH COBCTBEHHOCTb Ha NPOM3BEAEHNS
HayKW, NMTepaTypbl 1 UCKYCCTBA. ABTOPCKME NpaBa BbICTYMNAOT B KAYECTBE rapaHTUM TOF0, YTo
WHTENNEeKTYaNbHbIA/TBOPUECKUIA TPYA aBTopa He GyAeT HampacHbIM, AacT eMy ChpaBef/MBble
BO3MOXHOCTVM 3apaboTaTh Ha pe3y/ibTaTax CBOEro Tpyaa, NoMy4nTb U3BECTHOCTb M MPU3HaHMe.
HuKTO 6e3 paspeLLeHns aBTOpa He MOXET BOCMPOW3BOAWTbL ero Npon3BeeHNne, PacnpoCcTPaHaTh,



Ny6/MIMYHO AEMOHCTPMPOBATh, MPOAaBaTh, MMMOPTMPOBATb, MycKaTb B MPOKAT, MYy6/INYHO
MCMONHATb, NOKa3bIBaTb/UCMONHATL B 3iMpe UK pa3MeLlaTh B VIHTEpHETe.

Vicnonb3oBaHve "nyparckoro” nporpaMMHOro 06ecrneyeHnss MOXET MPUBECTUM K MHOTMM
pycKaM: OT MOTepyM [AaHHbIX K TBOMM akkayHTaM [0 G/IOKMPOBKM TBOEro YCTPOWCTBa, rfae
YCTaHOB/IEHA HeferanibHas nporpamma. He cTouT TakxKe 3a6blBaTh, YTO CYLLECTBYHOT flerasibHble
1 BecnnatHble NPorpaMmbl, KOTOpble MOXHO HallTW B CETU.

O nopraJjie

CeTeBMYOK.pQ - TBOM rNaBHbIVi COBETUMK B CETU. 3[eChb Thl MOXELLb Y3HATb 0 6e30MacHOCTU
B CETW MOHATHbIM WM [OCTYMHbIM A3bIKOM, & NPU BO3HUKHOBEHWM KPUTUYECKOW CUTyaumu
06paTnTLCA 33 COBETOM. A TaKXe MPUHATb Y4yacTue B KOHKYpPCaxX M CTaTb CamMblM LM(POBbLIM
rpaxgaHnHom!



